]

I (TN

2018 Intelligence & National Security Summit:
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Topic Overview

The Intelligence Community is working diligently to incorporate artificial intelligence (Al) into a strategy that both
automates some processes and augments the cognitive capabilities of human analysts. Through automation of
some functions, Al has the potential to augment analysts’ capabilities and generate more insightful and data-driv-
en assessments. The IC is focused on how to incorporate Al, automation, and machine augmentation of analysts

(“AAA) into current analytic processes.

Panel Summary

This panel discussed the emerging technology of artificial intelligence, its application to intelligence work, and
the best practices that facilitate its exploitation. Automation refers to functions or processes that can execute
a repeatable task with little to no human intervention. Augmentation is the process by which the IC workforce’s
output will be enhanced by Al and automation technology.
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Key Insights:

e Al can efficiently integrate information from multiple collection streams to generate high-quality all-source
intelligence.

e A machine-generated intelligence assessment must equal the quality of a human-generated assessment in
order for it to be acceptable.

e Current legislation and policy are sufficient for the IC to set an ethical framework for the use of Al technolo-
gy.

e Artificial intelligence is unlikely to displace workers in the IC. Al is engineered to perform tedious tasks that
humans do not want to do (such as organization of information) or to find details that easily escape the no-
tice of human analysts (such as looking for a change in a single feature from among thousands of images).

e Although cognitive Al - high-level reasoning equivalent to human cognition - is not yet on the horizon, there

Recommendations:

e The U.S. government should be thoughtful in how it partners with the private sector regarding new technology
by working with companies committing to enhancing the IC mission and addressing its greatest challenges.

e Before using Al, the IC should define its objective and then determine whether Al can help achieve it more
effectively.

e The IC should be nuanced in the way it incorporates Al expertise. For example, it can offer opportunities for
private sector data scientists to work with IC counterparts, and it can train IC personnel to develop the quan-
titative skills needed to work with Al

e The IC should continue to train its workforce with Al capabilities that are consistent with mission objectives.
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ABOUT INSA

The Intelligence and National Security Alliance’s mission is to foster dialogue between public and private ele-
ments of the national security sector. INSA approaches this mission through a variety of means, including by

organizing conferences, symposia, exercises, and other discussions. INSA also convenes government and indus-
try experts in nine policy councils that address topics ranging from security clearance reform and insider threats
to acquisition management and intelligence law.
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