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OVERVIEW

In FY24, the INSA Foundation, in collaboration with ClearanceJobs and GDIT, hosted a three-part
webinar series, "The Future of the IC Workforce: Technology and Talent Transformation.”

This programming brought together leaders from the private, public, and academic sectors to explore the evolving dynamics
of recruiting, retaining, and developing a diverse and competitive intelligence and national security workforce. Emphasis was
placed on increasing representation in STEM careers and ensuring the workforce is equipped to meet the challenges posed

by emerging technologies.
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KEY FINDINGS

Skills-based Hiring for a Stronger,
Diverse Workforce

With over 500,000 open cybersecurity positions across
the U.S., the Office of the National Cyber Director is
addressing this critical shortage by advancing skills-
based hiring for technical roles.! During the IC Workforce
webinar series, speakers highlighted the value of this
approach. John Sherman emphasized that skills-

based hiring "unlocks the full potential of the United
States"” without disadvantaging degree holders.? Loren
Schulman underscored the benefits for employers,
noting that a robust skills-based hiring system enables
better identification of critical skills rather than focusing
solely on educational qualifications."”® Stephanie O'Neill
highlighted the role of community colleges and federally
registered apprenticeships in reaching underrepresented
communities, ensuring they gain the necessary training
for federal careers."* By implementing skills-based hiring,
organizations can not only address urgent cybersecurity
gaps but also attract a more diverse workforce that
reflects the full talent pool of the nation. Speakers across
the series also noted the importance of contract reform
to the success of skills-based hiring initiative. Loren
Schulman agreed with this need and emphasized that
contract reform is an area ripe for innovation. She went on
to note that OMB is looking at other areas of the federal
market to assess best practices in this area.®

Early Engagement of the Next Generation STEM
and National Security Workforce

The future of the intelligence community (IC) workforce
depends on engaging the next generation early, sparking
interest in STEM and national security careers. Creating

a structured pathway for high school counselors to
guide students in building relevant skills can enhance this
pipeline.f Federal agencies and industry should collaborate
with schools to align academic programs with national
security career opportunities.” Expanding partnerships
with academia will provide students with hands-on
experiences that prepare them for workforce needs. As
Lauren Bean Buitta noted, "Every generation is a new
opportunity to engage.”

Creating Flexibility to Move Between Sectors

To attract top talent, the IC must embrace flexibility, allowing
employees to move seamlessly between government

and the private sector. Jo-Ellen Adkins stressed the
importance of offering professionals opportunities to work
across sectors, saying, "The message should not be you
have to stay in government or stay in the private sector.”
These cross-sector experiences foster innovation and
collaboration, strengthening the national security mission?
The Office of the Director of National Intelligence (ODNI) is
expanding the Intelligence Community Public-Private Talent
Exchange to create more such opportunities, which will
help grow the talent pipeline and boost retention.

Upskilling and Retraining the Workforce

The IC has made strides in equipping its current workforce
to adapt to technological advancements. Kim King
highlighted DIA's commitment to continuous learning,
offering technical training at universities and informal
opportunities such as guest speaker visits and podcast
interviews.'® John Sherman added that in addition to
technical skills, soft skills like communication, writing, and
briefing are essential. He emphasized the need for "crisp,
clear communication"" when conveying complex data to
decision-makers. Both Sherman and King underscored the
importance of critical thinking, intellectual curiosity, and
teamwork as vital skills for the future workforce.™

Improving the Federal Hiring Process

Strengthening the IC workforce begins with a robust

and transparent hiring process. The Office of Personnel
Management (OPM) and the Office of Management and
Budget (OMB) have outlined a strategy to attract the best
candidates, emphasizing the importance of reflecting the
diversity of the country.”® Their Federal Hiring Experience
Guide advocates for skills-based hiring, increased
transparency, and better communication with candidates.
As the guide points out, "The strength of any organization
rests in its people.™ Improvements are essential for
building a workforce capable of tackling tomorrow's
challenges.
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CONCLUSION

The 2024 Future of the IC Workforce series, hosted by the INSA Foundation, ClearanceJobs, and GDIT, provided valuable
insights into the challenges and opportunities in recruiting, retaining, and developing talent within the intelligence community.
Key takeaways include the need for skills-based hiring to close the cyber skills gap, early outreach to diverse candidates,
fostering cross-sector opportunities, upskilling the current workforce, and enhancing hiring processes. Partnerships with
academia are essential for developing a pipeline of skilled professionals ready to meet the demands of a rapidly evolving
technological landscape. While technical expertise is critical, soft skills like communication and critical thinking remain vital
for success in the IC. Ultimately, human capital should not be seen as a support mission—it is a core mission critical to
maintaining the IC's competitiveness and effectiveness in safeguarding national security.
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4 Improving the Federal Hiring Experience Guide,
pg 1.

INSF | FUTURE OF THE IC WORKFORCE: TECHNOLOGY AND TALENT TRANSFORMATION



MNSFX

ACKNOWLEDGEMENTS

INSF expresses its appreciation to the speakers and staff who contributed their time, expertise, and resources to this paper.

Program Moderator

Lindy Kyzer, Director at ClearanceJobs

Speakers

Jo-Ellen Adkins,
Acting Director, Human Development
Directorate, NGA

Aaron Bedrowsky,
Senior VP, Intelligence & Homeland
Security, GDIT

Lauren Bean Buitta,
Founder and CEQ, Girl Security

Kimberly King,
Career Service Manager for Analysis,
DIA

ABOUT INSF

% ClearanceJobs’

INSA Staff
The Hon. John Sherman Suzanne Wilson Heckenberg,
Dean, The Bush School of President, INSA and INSF
Government and Public Service,
Texas A&M University John Doyon, ,

Executive Vice President, INSA
Loren Schulman,

Bishop Garrison,

Associate Director, Performance and ) . )
Vice President for Policy, INSA

Personnel Management, OMB
Stephanie O'Neill, Peggy O'Connor,
Performance Manager, OMB D/rectO( of Communications
and Policy, INSA
Lindsay Heisler, Fellow, INSA

Tyquaisha Dickerson,
Policy Intern, INSA

The Intelligence and National Security Foundation (INSF) is a 501(c)3 nonprofit organization dedicated to addressing
contemporary intelligence and national security challenges, facilitating public discourse on the role and value of intelligence
for our nation's security, and advancing the intelligence field as a career choice.
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GDIT is a global technology and professional services company ClearanceJobs is the largest security-cleared career
that delivers consulting, technology and mission services to network specializing in defense and intelligence
every major agency across the U.S. government, defense and jobs for professionals with security clearances.

intelligence community.

Our 30,000 experts and consultants extract the power of
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nation. ClearancedJobs is a DHI Group, Inc. brand.

at the edge of innovation. We operate across 30 countries
worldwide, offering leading capabilities in digital modernization,
Al/ML, cloud, cyber and application development.
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